VA Data Security Form Instructions/Definitions 
Complete the Data Security Checklist for each new study submitted to the VA Research Office.  Please note the following:

This form asks questions about VA-sensitive information. VA-sensitive information is defined as data that requires protection under the HIPAA Privacy Rule.

Data that leaves the VA is data stored on

1) non-VA computer systems or servers,
2) desktop computers located outside the VA,
3) laptops, 
4) other portable media, e.g., thumb drives and CDs, and

5) paper.
When completing the Data Security Checklist, please note the following:

· If the protocol will not obtain any VA sensitive information, the first two questions on the checklist are marked “not applicable” (N/A) and the remainder of the checklist should be left blank.
· If the protocol will obtain any VA sensitive information that will be used, stored and always remain within the VA, the first two questions are marked “Yes” and the remainder of the checklist should be left blank.

· If the protocol will obtain any VA sensitive information that will be stored outside the VA, permission must be obtained from the following:

1) PI’s supervisor

The following will review and must approve after submission to the R&D Office.

2) ACOS/Research & Development (Dr. Michael Davey)
3) PVAMC Privacy Officer and 

4) PVAMC Information Security Officer 

· Informed Consents are considered VA sensitive information. However, by necessity, the name and Social Security number on these documents cannot be scrambled. If possible, please store original Informed Consents in a locked file in a locked office at the VA. If this is not possible, please store them in a locked file or a locked office at OHSU. When completing the checklist, if you are referring only to Informed Consents stored outside the VA, please mark the 5th item in the second group of requirements (“Names, addresses, and . . . have been replaced with a code”) as N/A. 
· Deliver Informed Consents to the R&D Office for scanning into CPRS.  Leave a contact phone number to call for pick-up once the consents are scanned.

· If actual identifiers of data have been coded, answer “Yes” to the 5th item. Codes may not be derived from any of the 18 HIPAA identifiers, e.g., initials are not appropriate as code because they are derived from names. A code must be a random number not connected in any way with the participant. The code must be stored separately from the forms, preferably at the VA.
· VA-sensitive information stored on a “C” or hard drive is NOT secure. Data stored on an OHSU computer must be on an enterprise-maintained server. Check with your Information Systems Specialist to determine which drives are connected to secure servers.

· VA-sensitive information may NOT be included either within the body of an email message or as an attachment unless PKI (software) encrypted.
· Any VA-sensitive information to be sent to another site must be sent by a delivery service allowing “chain of custody” or tracking, e.g., Federal Express, preferably encrypted on a CD.

· The following is considered secure for electronic data:

1. VA Network drive – behind the VA firewall

2. One VPN to access VA Network Drive from another computer

3. VA-encrypted laptop

4. VA-encrypted thumb drive

5. Electronic / data fax (sent via fax as a file loaded directly onto a VA Network Drive)

6. Drives connected to OHSU Enterprise-Maintained Servers
· The following is NOT secure:

1. C drive or hard drive on a desktop computer

2. Unencrypted laptop or desktop computer outside the VA

3. Anything outside VA firewall unless encrypted or FISMA-compliant

4. Any non-encrypted portable device

5. Non-shredded documents in recycle or trash

6. U.S. mail

7. Email not encrypted by PKI (software).

Data Security Checklist for Principal Investigators
Date:      
Name of Protocol:     
Name of PI:      
PI’s Phone Number and e-mail address:      
Name of Privacy Officer (PO):  Shaun Benson




PO’s Phone & e-mail address:  (503) 220-8262 x56292   Shaun.Benson@va.gov 
Name of Information Security Officer (ISO):  Daleana Gilbride 
ISO’s Phone Number and e-mail address:  503-220-8262 x51916  Daleana.Gilbride@va.gov
Instructions: If you answer NO to any one of the statements, you may not remove or transmit the data outside the VA and you must consult with your supervisor, ISO and Privacy Officer. If the research will not obtain any VA sensitive information/data the statements below should be marked as not applicable (N/A).

	Yes
	No
	N/A
	Specific Requirement 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	All VA sensitive research information is used and stored within the VA

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	All copies of VA sensitive research information are used and remain within the VA


If you have answered yes or N/A to both statements above, stop here and sign on the last page.
If you have answered No to either statement above, please provide a response to the following: 

1. Describe the nature of the VA sensitive information that is used and stored outside the VA, for example consent forms, case report forms, lab results.       
2. State where the information will be stored, for example, in a locked cabinet behind a locked door, including any plans for storage after the study closes.       
3. If data are stored electronically, please identify where, for example, behind the OHSU firewall, and whether access is password protected.       
If the original or copies of VA research information are removed from the VA the following apply:  See instructions above for definition of terms used in this document. 
	Yes
	No
	N/A
	Specific Requirements

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	A property pass for the equipment (Laptop etc.) has been obtained.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	The laptop or other portable media is encrypted and password protected. Note: Contact the VA ISO at your facility for encryption issues.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Data are not transmitted as an attachment to unprotected e-mail messages.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Names, addresses, and Social Security Numbers (real and scrambled) have been replaced with a code.  Note: Names, addresses, and Social Security Numbers (real or scrambled) may only be maintained on a VA server and documentation of the procedure by which the data were coded must remain within the VA

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Data sent via mail or delivery service have been encrypted.  Note: It is preferable to send data on CDs or other media by a delivery service where there is a “chain of custody”. 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	For data that will reside on a non-VA server:  The server has be certified and accredited as required by Federal Information and Security Management Act of 2002 (FISMA). Note: your facilities ISO should be consulted.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Access to the data is only by those who are authorized to access it and the access is related to VA-approved research. 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Procedures for reporting theft or loss of sensitive data or the media such as a laptop, containing sensitive data are in place and familiar to the researcher and all others who have access to, use, store, or transport the data.   


__________________________

_____________________
Principal Investigator’s Signature

Date
Approval Signatures:

__________________________

_____________________
Administrative Officer/R&D


Date
__________________________

_____________________

Privacy Officer



Date
__________________________

_____________________

Information Security Officer

Date
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