DATA WAREHOUSE ACCESS POLICY
Department of Veterans Affairs VISN 20 - Northwest Network     (rev'd 12/6/2005)
As an authorized user of VHA automated information systems (AISs) and having access to data stored in them, I will be given sufficient access to perform my assigned duties.  I will use this access ONLY for its intended purpose and understand the following policies that apply to VA data and computer systems:

I agree to safeguard all passwords assigned to me and am strictly prohibited from disclosing these codes to anyone including family, friends, fellow workers, supervisor(s), and subordinates for ANY reason.  I understand that I may be held accountable for all entries/changes made to any government AIS using my username/password.

I understand that the VISN 20 CIO can restrict access to resources (connections, temporary workspace, etc.) if resources are consumed at an unreasonable level and/or continued access adversely affects access to other users.  I am aware of the regulations and facility AIS security policies designed to ensure the confidentiality of all sensitive information.  I am aware that information about patients or employees is confidential and protected from unauthorized disclosure by law.  I understand that my obligation to protect VA information does not end with either the termination of my access to this facility's systems or with the termination of my government employment.

I acknowledge that this is a development platform and that I have a responsibility to validate information extracted from the data warehouse.  I acknowledge that I am expected to report problems that I find in the data.  Problems might include erroneous values, missing values that should not be missing, or data objects that have the wrong structure.  These problems should be carefully documented in an email and sent to the VA Outlook email group VISN20 CIO DM Data Quality.

THE INFORMATION IN THE DATA MANAGEMENT APPLICATIONS IS PROVIDED ONLY FOR THE PURPOSES AUTHORIZED BY 5 U.S.C. 552a AND 38 U.S.C. 5701.  ANY UNAUTHORIZED USE OF THIS INFORMATION MAY SUBJECT THE VIOLATOR TO CRIMINAL PENALTIES OF UP TO $5,000 FOR THE FIRST OFFENSE AND $20,000 FOR A SUBSEQUENT OFFENSE.  A VHA EMPLOYEE WHO KNOWINGLY VIOLATES THE PROVISIONS OF HIPAA (PUB. LAW 104-191) AS IMPLEMENTED BY TITLE 45 CFR PARTS 160 AND 164 BY DISCLOSING INDIVIDUALLY INDENTIFIABLE HEALTH INFORMATION SHALL FACE STIFF MONETARY FINES, IMPRISONMENT OR BOTH.
All activities on this system may be monitored to measure network performance and resource utilization; to detect unauthorized access to or misuse of the system or individual files and utilities on the system, including personal use, and to protect the operational integrity of the system.  Further use of this system constitutes your consent to such monitoring. 
 
I understand that a violation of this notice constitutes disregard of a local and/or VHA policy and will result in appropriate disciplinary action as defined in VA employee conduct regulations (VAR 820(b)) as well as suspension/termination of access privileges.

The Data Warehouse staff will perform a review of all accounts every 90 days.  Accounts that remain inactive during the 90-day period will be deactivated.  Reactivation of an unused account requires supervisory approval.

I affirm that I have read, understand, and agree to fulfill the provisions of this DATA WAREHOUSE Access notice.

Name (print) _________________________________________________
Date _____________

Access Request:  (Indicate the VISN 20 Data Warehouse resource you require access to)

Data Warehouse  _________  

Multidimensional Database Cube(s)  __________

Email Address:  ______________________________________  Site Name:  _____________________


NT User Name:  ____________________________

Signature: _______________________________     CHIPS Advisor Signature______________________________

